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Economy, ICTs & Cyber security
World economies would not survive without adopting
ICTs

Human being activities are-more & more dependent
on ICTs (e-commerce, ezgov, social networks, ...)

Quality of ICT produects and services would lead to a
better life (economic, social)

Cyber security Is viewed as a major component of
the Quality of ICT products/services



How to ensure an efficient use of ICTs

Cyber security Is a prerequisite to-build trust and
confidence in e-services

Cyber security must be addressed globally
Politics have to be aware 'of that

Cyber security Strategy reflects political willing
Politics have to>:

o Define a'National Strategy

o Provide necessary resources to its implementation



National Strategy Components

= Defining Legal Cyber security Framework
» Cyberspace protection

= Training & Education

* R & D (controlling technologies)

= Awareness

* [nternational~Cooperation

» Creating Execution & Implementation mechanisms
(Agencies, CERTSs, Task force, etc.)



World situation
» Need for operational Cybersecurity Cénters
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Tunisian Cyber Security Strategy

General objective:

Raising the Security level of Tunisian Information Systems.

Main Axes:

= Updating Legal Cyber Security: Framework

Setting up operational tools to evaluate and to follow up cyber
security processes of public and private institutions

Protecting natiopal cyber space (Coordination, Assistance, etc.)
Developing a¥know-how” in IT Security (training, R&D, open
source skills)

Raising Awareness



Presentation of the Tunisian.CERT

tUnCERT (formerly CERT-TCC) is a national CERT acting to provide incident
management services.

Target users :
Government, Public and Private Sector.Banks, Professionals,
Home users, ...

Missions :
= A centralized coordination<orMT security issues (Trusted Point of Contact).

= Centralized and specialized unit for incident response

» Technology and security watch

» Cyberspace monitoring

» The expertise torsupport and assist to quickly recover from security
incidents.

= Awareness of all categories of users
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Alert & Warning Actors
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National Reaction Plan

- “Formal” Global Reaction Plan.

ACS=6krt-Tec
_ - Establishment of Coordinating
Finance and Banks ISPs Crisis Cells (ISPs, IDCs, Acess
Providers).
Transport Telecom With tunCERT acting as a
Sector Operafors coordinator between them
coordination _
Industry Deployed several times:
Sectors Administration

2004: African Football Cup
2004: 5+5 summit

\alth Vendors 2004: Sasser & MyDoom worms

Sect\ 2004: Presidential election
l/\edi 2005: Suspicious hacking activity 2005

2005: WSIS

2005: Arab League Meeting
2006 : Hand Ball World Cup
2009: Conficker




Other Missions

= NACS acts as a Security Expert for the government.
It is involved in the main national IT prqojects.

= Training and Support in thefields of Cyber Security.

» Rising Awareness
(Decision makers, Professionals, Teachers, Students,
Home users, dJournalists, Lawyers, Customers, etc.)

Flyers, Posters,»\Emails, Radio Emission, Cartoon,
Video Spot, Attack Simulation Guide








